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330935 9Hgds 30096MLO3OEIL 19639EMM3Y BogMHMDSTMMOLM VOPOYMNMDYdTO,
3903 0g3o FosmREgdol sHsEo 5M9bs©, Lo LsdbgMm s 3moE03Mo
06@9Mm9L9d0 FOPINSFIMW0S. 30BOWYWO 39JbmEma0gdol LHMxTs gobgzoms®gdsd
36003693650 9335005 MDD )H0 MBsBOMbMYdOL 5OJoBgGIMs s Ho0dmdgs
obgmo  sbodgAHMOMEo  LOOMHYgdo, OHMIgEms dobIFHdJO0 s  HBgdmJdggds
A5©0E0wo  LBsAbgEOH™  2sdm()393900Lgsb M5OGS  oblb3s3Yds.
30096OMLsROMBMYds ML 506 FoMTMoYgbl dbmEm© 3H9dbozm® Lsgzombl; ol
5oL LodbgMM-3mEoG03MMo  3MHMmEgLgdol  ghm-ghmo  MAbodzbgermasbglio
39bLsBEZMgo,  OHMIGEOE 293wgbsll  9bgbl  MmameE  Labgwdfonmgdols
LEAHOSGIPOI 390593930 9090%bY, olg Lo9MMSIMOOLM LobGgdol
LGHOOOWNOMOIDBY.  LAHIG0S  80dMmobosgl  3009HMLIROMBMYdOL  3MbEgBEO0L
9309305, SB0FYEGHMOMWO LoROMHYJdOL Lobggdls s Bsmo Fodm3zEobgdol yHgdL,
31939 5396l 30096 ™ol LodBgOOM-3E0E03IM 396%BmBogdgol.
39BLO3IMIMGIMWO MO EYds 2509300 gdM0s 035D, M) OMIME  0d3o
3009639493900 965d90MHM39 MO0l 2obgmageEr 9egdgb@Eo® s Mo 3s9m{i39390L
mddbol gl LsgHMsdMmOHOLbm  MLsRODBMYGOOL 0bLEHOEGHMEHIIL. sbseroBo gx3wydbgds
oLEGHMOHO0MW-009MOHO0E B553YdZ3EGOL, BogMHDSAMMOLM 3615dEH03oLd S MIbsTYEM™M3Y
3Mb6g3er0dBHgdol  ogoomgdl, Moz Tglodergdeemdsls  0deg3s,  2odm03z9oMUL
300960L5ROMBMYOOL Mo XXT sm34960L LsabYOOM-3ME0EH032IM Mo MdSTO.
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Abstract

Cyberspace has become a new arena of power in modern international relations, where
military and political interests are intertwined. The rapid development of digital
technologies has significantly altered the architecture of global security, giving rise to
asymmetric threats that are radically different in scale and impact from traditional military
challenges. Cybersecurity today is no longer just a technical issue; it is one of the most
significant determinants of military and political processes, which affects both the strategic
decisions of states and the stability of the international system. The article reviews the
evolution of the concept of cybersecurity, the types of asymmetric threats and how they
manifest themselves, and also reveals the military-political dimensions of cyberwar. Special
attention is paid to how cyberattacks have become an integral element of modern wars and
what challenges this poses to international security institutions. The analysis is based on
historical-theoretical foundations, international practice, and examples of modern
conflicts, which makes it possible to outline the role of cybersecurity in the military-

political reality of the 21st century.

Keywords: cybersecurity, asymmetric threats, cyberwar, international security, military-

political reality
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339300 dgomgdo
LEGHSGHO0L FgOMOMWMY0s 9xdbgds FgIMGO0m  5BsEODBL, Jgob-LEswob
dgoomEl (2008 ool  HMgo-LodsGmggarml mdo, 2022-2025 §ergdol Glgm—
36050608 ™mdo) S MYMOHOM-3mb3 3G ME Foymdsl, MMmIgeoi dmoEogL
LS9OPITNOOLM MOHNOJODNMOGOOL MgoEr0BIoLS O MBsROHDBMGdOL bgdEHMEMEO
09MMH0900L (399Hobol MBBOMbMYBOL MGMM0s) 459mygbgdsL.
09mOHoEo BsGRm:
e ©95¢0Bd0 LOgMHMSTMOHOLM MYOPOYMNMOJOITO (oW HMREJOOL QoIBIFowgds
Q5 50TYEHOO0MEO M30MSGHILMOIOO0);
o MLogMOMbmgdol ULgddmOwo doymds (3mwo@03wmo, Lsdbgodm s
39960990 456BMmT0Eqd9d0);
e 30060©MWo MmIol gm0, Bosz J089MHTH3HI3900 3bobowgds GMAMM3
3M5GH50E0w0 LdMIMEM 1553495 gdo.

Us393boghm  Losberg bsdM™mIol  Losbeng dMBoMgmdl  0dsdo, GM™I ol
3960005690 3089MMLIROPOLMGOOL, SBOTGEHMOIO LOBOMHYIOOL s LHTbgEOM-
30E0329M0 M9omdol 650Dl gMHmosh BsMBMTo, o3 LT IEgdsl 0dwg3s,
3OOM bYHT0 E3065bMM OHMYMO 25MHOJIbOL 3009609393900 LEgOMITMEOLM
30E030L sOBL s LETbYOM dserol BbIEosL.

d9bsz50

GOROMWOo  93mdol 2963056 gdLMb  ghmo©,  30dgOLOZOE)  0J3o
L59MMSTINOOLM MYOPOYHMNMDOJIOLS S LEABYOOM-3ME0E03IM0 ObsF03OL JOo-
900  MImezmal  3033Mmbg6GS©. 3sbs3gM™M3g MLsROMbMIOOL  FoMGIM 5GBS
593000900 FbMmwm  GHMsEoEo  LsdbgoMm  dsesls s 93bmdo3MM
M9LMOLYIYY;  ooANY39H OMEL SOl 0bgmOIszgowo  GHgdbmemaogdo,
BOBROMo 0bxzOmLEGHOMIGHMMJO0 s FomBY gobbm®Eogwgdmwo 300960393 93900.
LfmM9g 580@™I, 300960LsROMbMGBIOL 130MbO obEs OHMYMOE3 0bE030YSMGO
Lobgdfoxzmgdol, oy LsgMMsAMOOLM MMABODBEF0YdOL T390 LEBMSEJHOMEO
36H0MmMH0GHYHO.

B5dOMToL 5B omds 2963060 MdGdMYos  odom, Mmd XXI  Lsv3zmbgdo
30096OLIROMHYJI0  3eslogMMo  Lodbgd®m  LEROHMbYgdME  gPmo  odso
3WMISWNHO  MLOROMbMGdOL  gPm-ghm  yzgumeby Mo ©s  bs3ergds
3OmabmboMmgdo  9dmfgg3s®. 0500  TmMolL  2obLs3MMGmYdOm  Logmerolbdms
L0dgBHBOMEo  LsgM®mMbYgdo, OHMIgems 3bgds dmoisgl olgm  ™o3sLbAGAL,
OHMIgdLog  dgodg  MHgbydLgdol  dJmbg  oBHMMGdO  SHBMME0ggdgb  dwoge
LobgdFogmgdBY, M3 SOLYI0MO® (33OL > B5EBLOL BHMOOEOVIE 5©JadU.
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300960BsRMMbMYd0L 3603369 mds  09bsdgdmgzg  Lobgwdfoxzmqdmog
3654303580 39630039005 00 HJoMBOM, HMI 308OWO 06ROIBEOWIEHMYd0
Q5 85000 3mfy3wsM™900 osdHY39Eo® AoBLEBOZMS396 93MbMTo3zME, LemiEoswH
5 LYTbgEOM F0FoOMNMGOIOL*. 5J9sb 498MmT0BIMY, 3089OWLIBOMLMYdS Mbs
39630bomom s6s Fbmermo 39dbozme Loddgo, 999 3m3wgdlwe Lsdbgtm-
30303796 0bLEGHMMIY6E®, HMIJEoE gbdsmgds 5dBHMOL 300306 b 0M0ds©
3050foml LELM39gE 3MWOEGH03M T9JIRL. 58 MZswLIBEOOLo0 F60d3bgEM3560s
bsBo 2o39Lgom SL0dgEHO0Mo LsxMmbggdol L3gE0R03ZsL: Fsmo FoBbMEM309wgds
360b303Mws© 9946H0bMds 05835 99064050, A99bmermyom®o
d9LodgdMBIOOL 99 BHIO  2odmygbgdsl ©@s  3oErmdl  dosmfoml
5M536MOM3MM30w 99l — 83069 MILOLYdOL boMx By BsGmM LEGHOYIEYOYWO
b0560L doygbgdsb.

3b0dgBHM0MEMdoL  3H9dbozmem ©s ™m39Me3oMw Lsxgdzgwl [omBmoqbl
65096009 doboliosmgdge0: 153sdlbIgero boMs LMY MBL SBMboIMOHMdOm
5 O0YHMRSIMIM0Ebogo  Fgomgdom  (3OHmJuo  bYMH39Mgd0, LogmbEHGMsd@EHm
X39953990, 3008065¢MH0 Jugero), G999deos LMz F93350Mmb God@0ls s dobsbo
Q5 9930653 9LO© 09gbgdl 5M15306MH306 FgNMEIOL - 0bBMOT>30WO M39MHS30900,
©9H0bxnMMT5305, ©s BsobBMOTs30Mm F9b03MW 30900 @O gb Y39WsRIHO JOHS®
3985650091099 d9093909 BoOL%. dMfymdOEMdgdol dslorGmo Bsmzs Jugerdo
@5  0b6@gMbgBdo (IoT), @Omdmgzsbo bgMzoLgdol GoOmm  ©bgMAZs, o
3MdsMH0  Jofimgdol xs33990L Fgx9MHbgdmEmds Jdbol sMogmo dmfiyzeo
090GHoL,  Boog  353oMs 893935053 30 0900egds  3sdmofgoml  LHGmoxgs
393603993500 3M0Bobo.

M396530MWo, 30d9MOLO3M3Jdo 89393900 A0S 0ymRs  ModmEgbody
935D5q: 533003905 (reconnaissance), 3003093009390 3ol IM3m39ds (initial
access), 239O0  259YOMJOS S 3MBogombomqds  (lateral movement),
ambdgom®o  bosbolb  Joygbgds  (disruption/degradation) o6  dmbsggdoms
9m3m3905/9duBMogdios (exfiltration), s LsFoMmMgdOLLAGOOH ILEHOMIG0MEO Bobo
(wiping, sabotage). LGHMGHIHOWO MZoMNIHYOZ0M 30dYMTY3HJ3900 JALObWYMHGdOSH
56590 JoBobl:  3BosEymBbol  EILMLEHYISL,  LEBMEZOMDdM  3mTBO 330930

9% Bggsdzomwo, o. 2023. “3089639bsdmgdE®MBIB0 ©5 WMISWHHO MbeBOMBMIBOL Hswo
259mf393900. https://dspace.nplg.gov.ge/bitstream/1234/482400/1/KibershesadzleblobebiDaGlobaluriUsafrt
xoebisAxaliGamowvevebi.pdf?utm.

% Almalawi, A., Hassan, S., Fahad, A., Igbal, A. and Khan, I. A. 2025. “Hybrid Cybersecurity for Asymmetric
Threats: Intrusion Detection and SCADA System Protection Innovations.” Symmetry 17 (4): 616-16.
https://doi.org/10.3390/sym17040616.
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35M5@0HGOL, 2505(Y39G0wgdol odMgdoL Mol dm3Mm39dsL, 153s(330L LG
090G0gdol  200mlbobgbos @  Bsgmmsdm®obm  odoxol  Fgasbgzobmgzob.
396L53MMMGO0m 9BIJBHVIM0s 3009M0 S 0bBMOTSF0MWO M3YMS(309d0, OHMEs olbobo
LobJOHMbOBYdIMos 3639630996 LodbgMm BrmddngdgdMsb - 5dg35M0 30dMHOWOo
30303065305 BOOL M39MH530990 9539dGHMOMIOL TgbodEgdemdsl S MMl beob
9065508 gaoLm30lL 930533000  BEGMSBHIH0gd0L O™ Jgddsgzgdsl
030L5m30l, ®MA 396 JmbgObL 993930l LHMR0 F9x85L9ds S BsmMBY MJoa06Mgds.

2008 fewol HMbgo—Lodotrmgzggermlb mdo dlmgwomdo bdoGsw bsbligbgdos,
OMaMO3 30039000 RBodBHMIM030  Fogowomo, Lss3 30bowgm  JOMOMSWIE
30303700 s LyMmsMo 8mddxgdgOoL  35MOWIIMSE  FIbbMM 309w gdMwo
3sLMdM030 30096T93H93900L go8mYgbgds. 3mbxodEol M™ML dmbs 8m3MMdOLS
©> 9900l 390-OgleOlgdol  BOEso  DDoS-89393900, 399939609000
Lobgsgomgds  (defacement) s 3mdnbozsgool TgxgObgds, Gog  sdoxbmaos
30639630960 LsdbgMm  m39Mo309d0L ©MH™To. 5358 IMLEY3s Tmbobagmdols
06x3m®3s3008  39379M30 @5 BobsbLYIMO  M3GMSE0gdOL  FmTs - M30L9d900,
HmIwgdos 5639690, HMI 3089MM39M530900 Fob Mdnm®s LsabgOM JmJdggdgdL
5 BOMHOEbgb 5OLOME 5MIGMEPMBSL. LoJoMmMZg Ml 90mbgg35d0 goblogmm®mgdom
0350LsB0bm  0gm, GMI Lsdmdowsdm  3M0FGH03MNo  0bRFOILEGHOMIGHMOOL 33
SQMIM0 9BHO30sb 9O 0gm 5©9335¢MMO© IMIBsIIMWO 3MMOHPOBOMGIMWwO
3009606300095 900l dglobgmgdes.

2022-2024 {Heogdol OHs9m—3605060L mdo Ma3O™ GOm0 @S Jsbd@sdMO
23990330000 q055 - 5 3009693939005 FooPgL IM535¢JI9)O0MO BMETs. 3M50bOL
(0bo50dgy  39bbmM309gdo 3583560900l MML  szoJLoM©s  MMAMO3
d0BbMdM030 296500 EMgds (Wiper BHodol 3MMmyMsdgdo), sbg3zg 0b@Hgblom®o DDoS-
543033900 ©s FoBbMmdMm030 9393900 969MRIGH03MN @S LdBHIW93mIMbozsgom
LobGHNgdDbY. 58539 OML, M3MW0bsd doom dwogho FboMEsFIMs Fgdbolmne s
06x3m®mds30M Lxgghmdo - 39gHdm  3m33s60930L, Bs@dguwo@emo  dmdbsbmMgdol
36MHM3500096M900L, BsgMHMIIMOOLM TbsMs9FJMHd0L TbM0IB, Mog HoMdmoygbos
056589000m39  3mbxgwod@ol  ghm-ghm  Memdgls  360d3bgarmgzsbo  IBHMObU:
BOBROME dOIMESTo 45856MHx390s bJoMs 005Hgs M0 IOIMWO, 565 FbMmEMmE
0530530039  dgLOdWGIWMDYIDY, 9599  BOGOHMIAMMHOLM  FgdbmeEr oM
930L0LGH9FLb 300MToLd s IHAIMYISBY.

Bg0mm  s0fgM0wo  259mEEOWGd0EL  498m3obomgmdl  Msdpgbody
3600369 m3z560 133365  LodbBgOOM-3ME0EH03MNM0  3ModBHogolmgol:  3o6M3zgeo,
56509060m39  J399bol  MLOBOMbMgds  dmombmgl  «gzgwms  Lobgwdfoxm
0bLEGHOGGHOL» JoEMISL - LEABYIOOM, IB3IM3Is, JOHM3BMEWO MBsBOMLMYdS ©
Lodmgdomosdm  bgdGmeo mbs dmbsfogmdbgb  3009HMLsROMBMYdOL  Loghom
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504oG9dBH ML 89496580%; dgmMg, 30103030 068OLEHMIBHIMOL ©OE3d MBOM
394o605, H~MEILSE 06830MT5300L Fofmgdol X5F30 FM350RIOMZo60s S Y39
dbOob  bgds  3OHMdgIoL  sxgodloGMYds,  gusdy,  93GH™MOMdOLS o
LoFoOHNEGOIMH030 095060930l 1b530bgdTs F9ox39MHbIL 5009335G MO LogOHMsdMmMHOLM
6954309, 53 ML3oAL BB QeMdsWHO BMMTsBH0Mwo RsGRML 15FoMMYdsBY ©s
30b6x8wodGHq00ol ©ggLzseocmgdol dgdobobdgdol 99dabsby.

Sb039gBHM0MEOo LOROMHYJIOL ASM35¢oLfobgdom LsdbgMm LEHMsEYR0gddo
LoFoMOms 565 bMEME 53053306 39Fbo3NOmo  A5d0gMgds, 9Mvdg bgoMm-
300303700 o LEBMYPsMIOMH030  FYMOMOOL  58ogds: Loy sOH™
3009916035300L 2593F306M35¢0MdS, 0bZMEOIs300L LHMsR0 A9sdm{jdgdol dgdsbobdgdo,
©5  LdBMYSMIOMH030  BoTsOHMEOL  MHBEOIMB3gEymas olgem  oMgdmdo, LSS
©9H0bBMMT5305 JOMIVIOHN0-YM3IWOOOIOO 05MSVOS.

393603960 BodB03s s 3MMGHMIMEGI0 - M3IM>30IE0 BsGHMI0s
300960M396M530900L M3gM30MW0 5MJoBIIBMS 9B30dI3MME0, BSBMO
LAHOMIGHMOBYS  9390MWo s  HoMBMOEYIBL  LoLEBYIME  3OHMEILL,  OMIol
00MMYMN0 930 oblsBP3MH3L 153sALBAGOL FGlodEgdEIMBISLS S S(330L
LoFoOHm ©Mbolidogdgdl. s©0bodbmmo BsHgdo 0fygds 3089MHPIBIIMZ3000 - Loy O™
0gotmgdol  (OSINT)  godmygbgdoo  0bgm®ddsgool  dgadmgzqgdom,  Jugerweo
L3sb0MgdoMs s LoLGIMGo  fingerprinting—om, EEILEOEIMOOM W35G
2399m0y9bqds Mds JugGo FgoMmEYdo s 35369 5JEH03Mmd0L SBs0Bo?’. dgmen
93930, 30039050 3Mds, 509bodbgds oligm Bogd@0390L, MMAMEMmoEss godobyo,
905630350000 BoBYgmoMs 9@Ymd0bgd9d0, dmfY3esmdol 9gldEMo@s305 ©d
9.9 supply-chain 89393900 bogdol M gdgwymzom. s0bodbmwo gsbs bdoMs
0y9gbgdl Lg30LgdLy s sMbgdl (RDP, VPN), Gmdwgdos 5030es@ bgds Lodo®by
9md39gdo  A565bengdgdol 96 sMOlsmbom 3MbgoamGszools asdm. d9dwgyo
93930  8m0353L  3mDBoEoMBOMmPIL s WIFBIMOWNH  2oo5A0gdsls  (lateral
movement)®®: 53sdbdgero 9MHoads dbmEmE 9ghHm LoLEJIsDg FghgMgdsl s
5Hgbl M30LMdG0Z bMWY (Igbsl - M39bs 396U (backdoor) 584935390, 0g4gbgdl
SMB/LDAP  &odol 33960353056 s 00350053L  360030¢0930930L  gli3owsosl,
bdoms Mimikatz—b 56 dbgoglio bgelsfymgdol 89d39mdom. Mm39Ms30Mwo 2o3wgbols

96 Aos, M., Qolomany, B., Gyorick, K., Abdo, B. ]., Aledhari, M., Qadir, J., Carley, K., and Al-Fuqaha, A. 2025.
“A Survey of Social Cybersecurity: Techniques for Attack Detection, Evaluations, Challenges, and Future
Prospects.” Computers in Human Behavior Reports 18 (100668): https://doi.org/10.1016/j.chbr.2025.100668

97 James, K., Ahmad, A., and Scheepers, R. 2022. “Adopting and Integrating Cyber-Threat Intelligence in a

Commercial = Organisation.”  European Journal of Information Systems 32 (1): 1-17.
https://doi.org/10.1080/0960085x.2022.2088414.

9% Lex, C. 2024. “Technical Deep Dive: Understanding the Anatomy of a Cyber Intrusion | MITRE-
Engenuity.” Medium. MITRE-Engenuity. https://medium.com/mitre-engenuity/technical-deep-dive-
understanding-the-anatomy-of-a-cyber-intrusion-080bddc679f3.
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3B gMeolbdmdl LolEGgdMMHo BMbJ300L IMHM3935L: AMbsEgdms gduB®adEosl
(exfiltration), 068305LE OB MO IBMOYIBOBEL (disruption) s 0bBMOIs300L
356039903050, M3 9900¢gdd 390DIMML Bo0H03MO ©ILEHMI30sd0 (firmware-
ol sH0sbgds, wiper 3Ho3ol 3Mm©J00). LIdMWMM gBHe3gdo dmo3s3L  persistence
999560B090L, WMYgdOL  sToE3l @S @os  335¢wol  AMbLBLL,  Goms  FgBg3s
2396535350 56 9bod Mo sMBIL.

3996039960 0bLEHMTg6EJOOL s FHodEH03gdol L3gdBHMo Bomoms: DDoS s
&®558030L 533¢03035305 (NTP, DNS amplification) ¢b6Mmbzgugmagl bob@gdgdol
OMYBI0M 350000d35L; botnet—qdols 4o9mygbgds doBHqdl d9&9390L ol odYMHMO;
supply-chain 99393900 30 Lodo®m39wmbs s 93605060l 258m3E0wgd9d0sb b,
MmO 3 3505WINRIJBHMIO0 O ODMESE J9dMLY33w 930 FgoMm©O, M3 993939
bmO309e90s dglsdg dbsGOL 30033mbgBEHOL s0bxzoio®mgdom. Wiper &Hodols ds3bg
300, OmIwol JoBsbos Imbs3999d0L s LoLEIINmO HYLYOLYdIOL BoDO3MMO 6
@M032900 Hodws, oMmdmoaqbl 0d30smo@ 359mYygbgd e, mwdEs 30 MMILO®
0dodg  J99aqdL M3l  doEoEMdM03  0bLEGHMMIAYBAEHL. 93539  3mbG9JLEGTo
396Lo3MMgdom  Lododos  Living-off-the-Land  (LotL)  doggmds,  Hm©qLss
053dbbdgergdo 09gbgdgb wga0@H0dwe LolEGdwMe obLEHMMIY6EHIOL (PowerShell,
WMI, certutil) bgermgbmMo 05305600 3mddggdgdol sxs®zolmgol. Jugwweo
36OMGHMIM9d0L mbgbg, HTTP/HTTPS bdoMsw §o0dmoygbl C2 (command-and-
control) sébl, RDP/SSH — 306053060 30b@GMmol 1sdw9swgdgdl, bmem SMB o
NetBIOS - 539659960 3mdMsmdol s 5350¢mMo GLwGLYdOL Im3m3900L 3DIol.

053053306m308  Logmggrmom s 3M5JBH03wo  Bsdoxgdo  Imo3o3L:
LoLEBHYFGHO S 3M0MOOGHIEGM 35B-0969X%TIBAL, Jug Mo bgadgb@sEosl s OT-
Lo o IT-b 93536 0Bmws30sl, EDR/XDR o SIEM bobigdgdols 083wgdqb@oiost
3905300 sergMBobgom, immutable o air-gapped 09903900l  9dmygbgdom
0060l MBOMBlgymRsls s  tabletop  39Mx0TgOOL  FMfgmdsL.  SlY39
3600369m3z960 s6oL threat-intelligence—ol 0b@ga®momgds - IoC-9d0l (Indicator of
Compromise) LU{Mox0 gobsbegdoms s 335380609900l v Bgd@mEmOL FsldEHsdom
LomMBsM 06BMMT5300L Q5B0sMYOOm. 50boTbMo 39dbozMMo wmbolidogdgdo, mvw
obobo 9909353900 @S BJo0HBoMmYdMo  0dbgds  9bd0dgztrmws,
3600369m3bo@ 99306908l 3089OM3gMH30900L  9BGIGH0BMAL s  BOOL
LobyEIFoBMgdH030 s 306050 BJgdgdols YOI MBL.

1535607 9dM030 5539930 s 6MMB>EGHoEo Fobswsgdgdo
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