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Abstract 

Semi-Markov models (SMMs) relax the memoryless assumption of classical continuous-

time Markov chains by allowing general sojourn-time distributions. In cybersecurity, where dwell 

time, lateral-movement duration, and remediation windows are rarely exponential, SMMs provide 

a natural representation of duration dependence and heterogeneous timing. We develop an SMM 

framework for (i) threat-state inference (compromise lifecycle), (ii) resilience and efficiency 

metrics (MTTD, MTTR, availability, cost per protected hour), and (iii) policy optimization 

(semi-Markov decision processes for patching, scanning, and containment). Methodologically, we 

leverage a modified supplementary-variables technique (SVT) that avoids Kolmogorov partial 

differential equations, improving tractability for transient analysis. We specify estimation 

pipelines (parametric, semi-parametric, and non-parametric), incorporate covariates (assets, 

controls, attacker class) via duration-dependent hazards and frailty, and derive renewal-reward 

expressions for long-run risk and cost. The result is a reproducible approach that strengthens cyber 

risk forecasting, reduces uncertainty in investment decisions, and quantifies efficiency frontiers 

for security operations — particularly relevant for small and mid-size enterprises and for emerging 

digital economies such as Georgia. 

Keywords: semi-Markov process, cybersecurity analytics, dwell time, resilience, 

efficiency, hazard modeling, semi-Markov decision process, renewal reward, transient analysis 

 

რეზიუმე 

ნახევრად მარკოვის მოდელები (Semi-Markov Models, SMMs) ამცირებს 

კლასიკური უწყვეტი დროის მარკოვის ჯაჭვების „მეხსიერების არქონის“ დაშვებას და 

ზოგადი ყოფნის დროის (sojourn-time) განაწილებების გამოყენების საშუალებას 

იძლევა. კიბერუსაფრთხოების სფეროში, სადაც დარჩენის ხანგრძლივობა, გვერდითი 

გადაადგილების დრო და აღდგენის ფანჯრები იშვიათად ექვემდებარება 
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ექსპონენციურ განაწილებას, SMM ბუნებრივად აღწერს დროით დამოკიდებულებებსა 

და ჰეტეროგენულ ტემპებს. ნაშრომში შემუშავებულია SMM-ის ჩარჩო შემდეგი 

ამოცანებისთვის: (i) საფრთხის მდგომარეობის ამოცნობა (კომპრომისის სასიცოცხლო 

ციკლი), (ii) მდგრადობისა და ეფექტიანობის მეტრიკები (MTTD, MTTR, 

ხელმისაწვდომობა, დაცული საათის ღირებულება) და (iii) პოლიტიკის ოპტიმიზაცია 

(ნახევრად მარკოვის გადაწყვეტილების პროცესები განახლებისთვის, სკანირებისა და 

იზოლაციისთვის). მეთოდოლოგიურად გამოყენებულია მოდიფიცირებული 

დამატებითი ცვლადების ტექნიკა (SVT), რომელიც გამორიცხავს კოლმოგოროვის 

ნაწილობრივ დიფერენციალურ განტოლებებს და ზრდის გამოთვლით მოქნილობას 

გარდამავალი ანალიზისთვის. წარმოდგენილია შეფასების არხები (პარამეტრული, 

ნახევრად პარამეტრული და არაპარამეტრული), ვაერთიანებთ შემთხვევით 

სიდიდეებს (აქტივები, კონტროლები, თავდამსხმელის ტიპი) ხანგრძლივობაზე 

დამოკიდებული საფრთხეებისა და სისუსტის მეშვეობით, და ვღებულობთ განახლება-

ანაზღაურების ფორმულებს გრძელვადიანი რისკისა და ხარჯის განსასაზღვრად. 

შედეგად მიღებულია გამეორებადი, პრაქტიკული მიდგომა, რომელიც აძლიერებს 

კიბერუსაფრთხოების რისკების პროგნოზირებას, ამცირებს გაურკვევლობას 

საინვესტიციო გადაწყვეტილებებში და უზრუნველყოფს ოპერაციული ეფექტიანობის 

საზღვრების რაოდენობრივ შეფასებას — განსაკუთრებით მნიშვნელოვანია მცირე და 

საშუალო საწარმოებისათვის და ისეთი განვითარებადი ციფრული 

ეკონომიკებისთვის, როგორიცაა საქართველო. 

 

საკვანძო სიტყვები: ნახევრად მარკოვის პროცესი, კიბერუსაფრთხოების 

ანალიტიკა, ხანგრძლივობა, მდგრადობა, ეფექტიანობა, საფრთხის მოდელირება, 

ნახევრად მარკოვის გადაწყვეტილების პროცესი, განახლება-ანაზღაურება, 

გარდამავალი ანალიზი 

 

1. Introduction 

Cyber incidents evolve through stages—reconnaissance, intrusion, persistence, escalation, 

lateral movement, exfiltration, and recovery—whose durations vary across organizations, 
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attacker toolkits, and control postures. Classical Markov models assume exponential holding times 

and therefore constant hazards; empirical telemetry (e.g., dwell-time distributions, patching 

delays, containment windows) is typically heavy-tailed or multi-modal, violating 

memorylessness. 

Semi-Markov models (SMMs) resolve this by specifying transition probabilities and 

sojourn-time distributions per edge of the state graph. This captures (i) persistence (long 

compromises), (ii) path-dependence (controls activated sooner reduce subsequent durations), and 

(iii) heterogeneity (assets, sectors, and attacker sophistication). We adapt SMMs to (a) model the 

attack–defense dynamics end-to-end, (b) quantify resilience and efficiency under realistic 

timing, and (c) optimize policy timing (inspection, patching, isolation) when action costs and 

benefits are duration-dependent. 

 

2. Methodological Foundations 

2.1 Semi-Markov kernel and embedded chain 

Let {𝑋(𝑡), 𝑡 ≥ 0}be an SMM on state space 𝑆 = {1,… ,𝑚}. When entering state 𝑖, the next 

state 𝑗is selected with probability 𝑝𝑖𝑗(embedded Markov chain 𝑃 = [𝑝𝑖𝑗]), and the sojourn time 

𝑇𝑖𝑗before transition 𝑖 → 𝑗has distribution 𝐹𝑖𝑗(𝑡)with density 𝑓𝑖𝑗(𝑡)and survivor 𝐹̄𝑖𝑗(𝑡). The 

semi-Markov kernel is 

𝑄𝑖𝑗(𝑡) = 𝑝𝑖𝑗𝐹𝑖𝑗(𝑡), 𝑖 ≠ 𝑗. 

Allow 𝐹𝑖𝑗to be Weibull, log-normal, Pareto, phase-type, or non-parametric. 

 

2.2 Transient probabilities via modified SVT 

Let 𝑝𝑘(𝑡) = Pr⁡{𝑋(𝑡) = 𝑘}. In standard treatments, transient analysis requires solving 

integral or partial differential equations. We adopt a modified supplementary-variables 

technique (SVT)—a partially probabilistic construction that augments the state with elapsed time 

since entry and exploits renewal decomposition to avoid Kolmogorov PDEs. Denote 𝜏the elapsed 

time in the current state. Conditional on (𝑋(𝑡) = 𝑖, 𝜏), the residual life for transition 𝑖 → 𝑗has 

hazard 

ℎ𝑖𝑗(𝜏) =
𝑓𝑖𝑗(𝜏)

𝐹̄𝑖𝑗(𝜏)
. 
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The total hazard out of 𝑖at age 𝜏is ℎ𝑖(𝜏) = ∑ 𝑝𝑖𝑗
𝑗≠𝑖

ℎ𝑖𝑗(𝜏). The modified SVT yields 

numerically stable recursions for 𝑝𝑘(𝑡)based on age-stratified survival and jump probabilities, 

discretizing 𝜏or using quadrature, without PDEs. This is crucial for real-time SOC dashboards that 

must recompute risks quickly as age 𝜏increases. 

 

2.3 Rewards, costs, and availability 

Associate a cost (or reward) rate 𝑐𝑖to state 𝑖(e.g., loss per hour under “Active Compromise”, 

operating cost under “Hunt Mode”). The renewal-reward theorem gives the long-run average cost 

𝐶̄ =

𝔼  [∑ 𝑐𝑋𝑘
𝑘

𝑇𝑘]

𝔼  [∑ 𝑇𝑘𝑘 ]
=
∑ 𝜋𝑖𝑖  𝔼[𝑇𝑖] 𝑐𝑖
∑ 𝜋𝑖𝑖  𝔼[𝑇𝑖]

, 

where 𝜋𝑖is the stationary distribution of the embedded chain and 𝑇𝑖the generic sojourn in 𝑖(mixture 

over 𝑗). Availability of “Secure Operation” is 

𝐴 =
𝔼[time in Secure]

𝔼[cycle length]
=
𝜋Sec 𝔼[𝑇Sec]

∑ 𝜋𝑖𝑖  𝔼[𝑇𝑖]
. 

 

3. Cybersecurity State Space and Timing 

3.1 Threat–defense states 

A compact yet expressive state space for enterprise environments: 

1. S (Secure/Normal) 

2. L (Latent Compromise / Persistence) – beaconing, dormant implants 

3. A (Active Attack / Lateral Movement) 

4. D (Detected / Containment Initiated) 

5. R (Recovery / Eradication) 

6. H (Hunt / Heightened Monitoring) 

Directed edges encode feasible transitions (e.g., 𝑆 → 𝐿, 𝐿 → 𝐴, 𝐴 → 𝐷, 𝐷 → 𝑅, 𝑅 → 𝑆; 

recidivism 𝑅 → 𝐿possible). Each edge 𝑖 → 𝑗has 𝑝𝑖𝑗and 𝐹𝑖𝑗. Key cyber durations are dwell time 

(sojourn in 𝐿), exploitation time (in 𝐴), MTTD (sojourn until 𝐷), and MTTR (sojourn in 𝐷and 

𝑅). 
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3.2 Duration dependence and heterogeneity 

Hazard increasing with age (ℎ′(𝜏) > 0): longer lateral movement raises detection 

likelihood (more artifacts). 

Hazard decreasing with age (ℎ′(𝜏) < 0): stealth implants become harder to detect as 

operators reduce activity. 

Covariate effects: segment 𝐹𝑖𝑗(𝑡 ∣ 𝑍)by asset criticality, EDR presence, patch latency, 

attacker class (commodity vs. targeted), and SOC staffing; model via accelerated failure time 

(AFT) or proportional hazards with frailty terms. 

 

4. Estimation and Inference 

4.1 Data sources 

SIEM/SOAR timelines; EDR alerts; NDR beacons (times of first seen, detection, 

isolation). 

Patch and vulnerability timelines (TTx: time-to-scan/patch/remediate). 

Incident tickets (containment start/stop, recovery closure). 

For unseen transitions (censoring), use interval-censoring constructs. 

 

4.2 Fitting 𝑷and 𝑭𝒊𝒋 

Embedded chain 𝑃: multinomial MLE from observed next-states. 

Sojourn distributions 𝐹𝑖𝑗: 

Parametric (Weibull/log-normal/Pareto): MLE with right/interval censoring. 

Semi-parametric: Cox with time-varying covariates; baseline estimated non-

parametrically. 

Non-parametric: Kaplan-Meier / Turnbull estimators per transition class. 

Hidden states: if latent 𝐿not directly observed, use EM with forward–backward recursions 

adapted to SMMs (using dwell-time likelihoods). 

Goodness-of-fit: probability integral transform of dwell times; QQ plots; information 

criteria for distribution choice. 
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4.3 Transient risk and forecasting 

Using the modified SVT, compute at time 𝑡with elapsed age 𝜏in state 𝑖: 

Pr⁡{𝑋(𝑡 + Δ) ∈ 𝐵 ∣ 𝑋(𝑡) = 𝑖, 𝜏} ≈ ∫         

Δ

0

∑ℎ𝑖𝑗
𝑗∈𝐵

(𝜏 + 𝑠) 𝑆𝑖(𝜏, 𝜏 + 𝑠) 𝑑𝑠, 

with 𝑆𝑖(𝜏, 𝜏 + 𝑠) = exp⁡(−∫ ℎ𝑖
𝜏+𝑠

𝜏
(𝑢) 𝑑𝑢). 

This yields short-horizon breach risk for SOC triage and time-to-containment 

distributions for staffing decisions. 

 

5. Efficiency and Resilience Metrics 

Let costs per hour: 𝑐𝑆(prevention/monitoring), 𝑐𝐿(exposure), 𝑐𝐴(active loss), 

𝑐𝐷(containment operations), 𝑐𝑅(rebuild), 𝑐𝐻(hunt). 

Key metrics (renewal reward): 

Average loss rate 𝐶̄ (see 2.3). 

Availability 𝐴 of “Secure” or “At-least-Contained” states. 

MTTD = 𝔼[𝑇𝑆→𝐷]under the SMM (time from clean to detection; passes through 𝐿and 

𝐴with general durations). 

MTTR = 𝔼[𝑇𝐷 + 𝑇𝑅]. 

Cost per protected hour = 𝐶̄/(𝐴). 

Duration-elasticity of loss: ∂𝐶̄/ ∂𝔼[𝑇𝐿𝐴]quantifies the benefit of reducing lateral-

movement time by one hour. 

These metrics create an efficiency frontier comparing control portfolios (e.g., 

EDR+NDR+patch SLAs vs. EDR-only), with uncertainty bands from parametric bootstrap on 𝐹𝑖𝑗. 

 

6. Policy Optimization: Semi-Markov Decision Processes (SMDP) 

6.1 Actions and timing 
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At state 𝑖and elapsed age 𝜏, choose action 𝑎 ∈ 𝒜𝑖 ={ intensify hunt, isolate host, patch 

now/defer, reimage, escalate IR }. An action can modify hazards ℎ𝑖𝑗
(𝑎)(𝜏) and incur costs 𝑘𝑖

(𝑎)
(e.g., 

downtime, analyst time). 

 

6.2 Objective 

Minimize long-run average loss 

𝑔∗ = inf⁡
𝜋
lim sup⁡
𝑡→∞

1

𝑡
 𝔼𝜋  [∫ 𝑐𝑋(𝑠)

(𝜋)
𝑡

0

 𝑑𝑠 + ∑action costs] . 

Age-dependent SMDP dynamic programming uses the semi-Markov optimality equation: 

𝑔∗ + 𝑉(𝑖, 𝜏) = min⁡
𝑎∈𝒜𝑖

{𝑐𝑖
(𝑎)

 𝑑𝜏 + ∫   

∞

0

  ∑[

𝑗

𝑉(𝑗, 0) + 𝐾𝑖𝑗
(𝑎)] 𝑑𝑄𝑖𝑗

(𝑎)(𝜏 + 𝑠)} , 

with 𝑄𝑖𝑗
(𝑎)(⋅)the action-modified kernel and 𝐾𝑖𝑗

(𝑎)
lumped action costs. Numerically, discretize 𝜏and 

solve by relative value iteration or policy iteration. 

Interpretation: Optimal policies resemble age-threshold rules (e.g., “If elapsed time in 

L exceeds 𝜏⋆, force isolation”) that trade disruption cost against expected loss from continued 

exposure. 

 

7. Case Blueprint and Simulation 

7.1 Data blueprint (SOC of a mid-size enterprise) 

12 months of alert timelines (SIEM/EDR/NDR), incident tickets, patch SLAs. 

Asset covariates: criticality tier, internet exposure, EDR coverage. 

Outcomes: transitions observed/censored; durations for 𝑆 → 𝐿, 𝐿 → 𝐴, 𝐴 → 𝐷, 𝐷 → 𝑅. 

 

7.2 Estimation and validation 

1. Fit 𝑃and 𝐹𝑖𝑗with covariates (AFT log-normal for 𝐿 → 𝐴; Weibull for 𝐴 → 𝐷). 

2. Validate dwell-time fit (Cramér–von Mises; PIT histograms). 

3. Compute 𝐶̄, 𝐴,MTTD, MTTR (renewal reward). 

4. Counterfactuals: reduce 𝐸[𝑇𝐿→𝐴]by 20% (micro-segmentation), reduce 𝐸[𝑇𝐴→𝐷]by 30% 

(NDR), compare Δ𝐶̄. 
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5. SMDP: evaluate policies—continuous hunt vs. age-threshold isolation—report average 

loss and action burden. 

 

7.3 Simulation 

Use the fitted SMM to generate synthetic incident streams; stress-test under: 

 Heavier-tailed dwell times (targeted actors). 

 Surge scenarios (wormable CVE). 

 Reduced SOC staffing (longer 𝐴 → 𝐷). 

Measure degradation in 𝐴and growth in 𝐶̄; identify most cost-effective levers (often 

reducing 𝐴 → 𝐷beats reducing 𝑆 → 𝐿in commodity threat environments). 

 

8. Managerial and Policy Implications 

Duration-aware KPIs: Replace single-number MTTD/MTTR with age-conditioned 

hazards and availability; align SLAs to duration elasticities of loss. 

Investment prioritization: Fund controls with largest ∂𝐶̄/ ∂𝔼[𝑇𝑖𝑗](often detection and 

containment rather than prevention-only). 

Regulatory reporting: SMM-based resilience metrics (availability, loss-rate) enable 

comparable, auditable disclosures. 

Emerging economies (e.g., Georgia): SMMs accommodate irregular attack cycles and 

resource constraints; the modified SVT allows computationally light transient risk dashboards 

suitable for SMEs and public agencies. 

 

9. Advantages, Limitations, and Extensions 

Advantages: temporal realism; explicit duration dependence; actionable efficiency 

metrics; policy optimization with age thresholds; tractable transient analysis via modified SVT. 

Limitations: greater data needs; hidden states and censoring complicate inference; model risk if 

𝐹𝑖𝑗mis-specified. 

Extensions: 

Hierarchical SMMs for multi-site enterprises. 
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Non-parametric Bayesian dwell-time priors. 

Game-theoretic SMDPs (attacker–defender). 

Coupled SMMs for supply-chain propagation of cyber risk. 

 

10. Conclusion 

Semi-Markov models align naturally with cybersecurity’s duration-driven dynamics. By 

replacing memoryless assumptions with empirically grounded sojourns, organizations can (i) 

forecast breach evolution more accurately, (ii) quantify resilience and efficiency through renewal-

reward metrics, and (iii) optimize timing of actions via semi-Markov decision policies. The 

modified SVT enables practical transient analysis without PDEs, making SMMs usable in live 

SOC settings. For enterprises and national programs seeking cost-effective cyber resilience, 

SMMs provide a rigorous, decision-oriented toolkit. 

 

Appendix A: Minimal Implementation Steps (Practitioner Checklist) 

1. Define states 𝑆, 𝐿, 𝐴, 𝐷, 𝑅, 𝐻; map telemetry to transitions. 

2. Estimate embedded 𝑃and dwell-time 𝐹𝑖𝑗(AFT/Weibull/log-normal; capture censoring). 

3. Validate fits; compute hazards ℎ𝑖𝑗(𝜏). 

4. Compute 𝐶̄, 𝐴,MTTD, MTTR via renewal-reward; show uncertainty bands. 

5. Run counterfactuals (reduce specific durations by control improvements). 

6. Optimize policy with age-threshold SMDP; compare cost–loss trade-offs. 

7. Operationalize: weekly re-estimation; dashboard transient risks with modified SVT. 

 

Appendix B: Notation 

 𝑃 = [𝑝𝑖𝑗]: embedded transition matrix. 

 𝐹𝑖𝑗(𝑡), 𝑓𝑖𝑗(𝑡), 𝐹̄𝑖𝑗(𝑡): CDF, PDF, survivor for 𝑖 → 𝑗. 

 ℎ𝑖𝑗(𝜏): transition-specific hazard; ℎ𝑖(𝜏) =∑ 𝑝𝑖𝑗
𝑗

ℎ𝑖𝑗(𝜏). 

 𝑐𝑖: cost rate in state 𝑖; 𝐶̄: long-run average cost; 𝐴: availability. 
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 𝑇𝑖𝑗: sojourn time for 𝑖 → 𝑗; 𝑇𝑖: mixture sojourn in 𝑖. 
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