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BLGMsgGHo

00 bbob 4963530 Md530 Bo6Mgds 330093900 3md30v)BHgMMe JugEgdLs s LolEgdgdby
05305bdgo0L 50dMBgbol LRgMMTo. godm3zw Mo 0dbs Mo3sLLAGOdOL bodbgdo, 993mTozws

Q5 35900996905 bgdsm™M3M J9mfig30L 83w MdoL 45dmgegbols 9gmMEYdo s LdvsEgdgd0
MLoxzOObMIdoL  LobBgdgdol  Lsdswgdom, Omymez 0bGHIMbg@ol, g3y Y0 MdMOZ,
WMY0390 © BoH0oZNO ©mbybg. Ubgzoolbgs Mibemm®o 3md3sbogdols (Cisco, Snort, 1SS
RealSecure, o 5.9.) 3096 50030 MdM03 dsDBsmbY 993930L 50dmbgbol 3TgME0wo Lol dgdo
RBIOOMEO 5OOL FoMHIMYgbow0. IM350 50 MOOH030 333193500 094bgdL 9339 (36Mdoo
LoLEG999g00L 5MJoBHJBIOME 5b5EMAGOLS S BHO30YE 25FY39GHOWJOJOU.

39651369 fargddo 833900605 250DsMPS  3MIZ0MBHIOME  Jugwgddo MbadsMMZM
9936MH0L mEoboBgdoL Lb3zoolbgs GHo3ols s I9gmnm@YdOL MomEgbmds. 5J9sb godmdobsdy,
99193900 50dmdB9gbo LoliEgdgdo MmEOYBOBE0JOOL MLsROMBMIdOL 06x3ELEHMXYJEHOOLMm30L
23960 3609369c0™3560 3m33Mbgb3 0. 535L byl MHymdL 0O MoMPIBMBdOM OEIMSGHWEOIMWO
0950mgdol, Mmoo doymdgdols s 890MmEIdoL 45dmbgbs LsobxMmMBszom  Lolb@gdgddo
39993900 2593w gbolismzol.

6506mddo  Fodmppgbowo Jugemo 993Hg3900L 5©0dmPgbol sOLgdMwo  LobEgdgdol
803mbo 30l 30BsbL FoMmBMmoaqbl 5955950 bgedobsfigmdo 993900l s0dmdBgbo LobEgdgdol
IDS (Intrusion Detection System)-gdol w9bd3ombocgdol 4sdm33eg3s o godmygbgdwyero
99930l 508mPgbol IgnMmEIdoL 653 Mm35690900Ls S Fom0 98MmYgbgdsEMBdOL MJsMIYmBOO
dbsM9gdoL  98Mm3gbs. 53sLbTOL  godmgegbols s®LYdMEo  LobEHJIgool  MYoobsE0gd0
3900905 H0YMb M6 boffoers: 33¢0g3000 s 30TJO30I 3OMPOYJEJOS.

gm39e0o  5boo 3300930000  3MM9JBHo  godmodBgls  sbserobols  sbogro  Igomgdols
569623005 s FMBoEMMOBAOL Mmd0gdBHId0oL dglfiogerol sbsgro Fdoymdgdom, mvdi3s olobo
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UHOSxRs© Imdz9egds©os. 30mIgME0MEo 3MmgdBgdo (Gmammogss 1SS RealSecure, Symantec
Network Security, Cisco IPS s 5.9.) 3fo®3mgdegdol dbo@@eF Mol g98m »admem obsbl MRgds
5999 ©o. 95oMIMdd0 MBOHWD3gwYma3gh dmIbIsMmgdEgdol 3/©dogo FbsMEeFgMsls,
Sboo 89%93900L  330935L5 s bgafigMol gobsbergdqdl. 5dgsb g9dmdobstg, dgodwgds
5036086m0 GMI 300096300 33009306 99009900l “9FgBHILmMds SGOL dMOMES® 45dmygbgdol
299m3gbol bLolEgdgdo, 39Mdm, bgwigMol LoliEgdgdo.

39993900l 50dmdhgbo LoLBHgIgdo IDS FsmBmoygbl 3MHMYMITME @S 935M0GMEMEn-
36OMyM53m 4505093930 gdq0L, Loog 3M33099GIO LobBgdsdo 6 Jugerdo dmdbEMO
9m3w9bgdol  dgy®mgzqdol,  dgbsbgols s  sbogroBol  (BmboBHm®mobaol)  3MmiEglgdo
93GMIdBH0BIIMW©  bgds,  93Mgm3g 93  8m3wgbgdl  0bRmMAszool  MLsxzOMbMgdol
©5M03939008 603bgdol dogdsdo  oMM30IIEISE  S9BI0DBIOL. gl s330L  LoliEgdgdo
3OBGOMBIL OHMYME3 3O MYM 500, HMAGOLSE F9EHYMO0b9d0L 458MmE9bs Ggderosm odol dgliobgd,
Omd  50bodbmer dmdgbBHdo saowo 3Jmbs JugwE F9Bg3dl.  LobBgdgdo, OHMIWgdo3

299m0949bgds Juger Mo 993939008 LGB TbMmEm® Mo 3Mb3IMYEHME STMEIBIL 5335609l
- Q09335 3969 9993930 30M0LYB, MHMIJWOE 3O MOL 339MHO H95MOML s(330L LOLBJdgdL s
9m03m3mb 3™y 5RO MdMH0Z3  MmIsH  Jugebg, Fopa®ed  Fos  LogOHPbYgdoL
23956bMM 3090 gd0LAD (330l 3BIMDBEGTS 45 FMGE STM 3B MBYdS.

9439 36Mmd0o IDS 306Md0m© 0gma3s Bsd 3erslo:

- Juge@o IDS (Juger by sxzmdbgdyaro (Network-based) IDS, NIDS);

- 3396dm3560 IDS (3mbi3y By oxdbgdwyeo (Host-based) IDS, HIDS);

- 300600 IDS (30dMowero (Hybrid) IDS).

3396dm3560 IDS-930 890degds ©s0yml 300093 M6 J393esls: Lobidgdol mbol IDS s
39653bool MBOL IDS (53¢0035305%9 osxzmdbgdwero (application-based) IDS).

153356dm LBo@GYz9d0: 99393900l 50dMdBgbo LobEGgds Snort. 9g¢g30L sdmdhgbo Loli@gds Bro.
39930 50dmBgbol LolEgds STAT. dg@930L 50dmdBgbo bob@gds Prelude. dg@g3900L s@dmdbgbo
LobEgds OSSEC.  5356M5@MMe-30ma®madmeo  Lodwmowgds Cisco Secure IPS. 9933900l
o@dmdhgbo Lol gds RealSecure (IBM ISS). 99¢393900L s0dmdbgbo Lobdgds Symantec Network
Security. Lob@gds eTrust Intrusion Detection Computer Associates.

08993900L 503mdBgbo LoLEGgds Snort

39%93900L 50dmdBgbo LoliBgds Snort msz0LvREsE 493MEII0MEo Jugerol Mmbol
53056bAoL  godm3zmgbol  LoLEYIL  [oMBMoYIPL.  3OMAMSTs  BMbs3gdms  @ooiEgdol

3OMGHMIMGOL  55b65c0HgdL, Lbgoslbgs 8939390l  9530JL0MYRL, oo OMOE, dMRIOOL
239003L90sL,  Jugerol  13sboMmgdsl, CGl  Fg3g39d0L, ™3gMs3omeo  LobGgdol  ©sgbols
930090™Md9dL s 5.9. Snort LobBgds GHMsxz03d0 Ms3slbIGdOL Imbadgdbsw 094gbgdl bdgoswrm®
§9LgdL. 3OMAEMsds 3 Mg;0dd0 dTomdU: sniffer, packet logger cos network intrusion detection system.
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30639 999mbgz93580, LoliBgds 13560609l 35393HOL Jugerol MBYBY s Fs0d Fglobgd sB39bgdL
06530633000 3MbLmendo, Igm®gdo 0go gl olizBy gmOBsOL Boowgdls, dglsdgdo dg@Egzol
b9 dmfjg6gdol GglsGgz0oLe© 9965c0BgdL JugErol BHMIR03L S sxBogb0l s Logbogl.

Detection Performance Settings

bsb.1

939w 50dmbgboo bgwdmfgms ghom 3mbxoyMMms3o0l Bsodos s0fgMowo. g43zgws
6930LGHO0MPPMwo  Im3wwgbs  Fgodwgds  Bsofgmml,  MHMAMOE  LOINMO  FMObswlLs 96
3965300 LoLEGIOL FM@boserdo, sbggg IMbsEgIMs BB (MSSQL o6 Oracle)

893)930L 503mBgbo LoliBgds Bro

39%930L  508mPgbol LobiBgds Bro §omdmoygbl 33ag3ol 0blEG®dgb@l, ®mdgwos
0909995390905 5d0- 969693030l ©Y39MGIIPGHOL  o39MTmMol  ghH™m3zboeo
@3dMMSGMM00L 3096. 030 8904bs 3GIM39dgd0L dqlolifogws Juguol d93¢g30L sdmbgbols
LobBHYIgool  F9g3MAOL  BHMEWIOBEHMIOLMZ0L.  LobBHIIolb  doMoms  TobslinsmYdgdL
o6 9bl:

- 3°05330M00MEMIOL 3MBEHMMEO - 259BOMBM0s6MdOL Fgd30Mm9d0l g9M9dy OO
650 9bMd0m 8mMbs3g8ms 255390l Mbs®mo. 130salbIgel gmdeos Jugwrol AsoGZ0M™MZS
LEOML EbMBdO 35393)JO0M, BrOMS ZOTMOMML J9FOHOL 5©0IMBgbol Lol gds. 8 9gdmbggzsdo IDS

0099900 0g6g0s 256 339M0 3539300 2oEIL, MMIgms dmGol Fgodwgds 0ymUl
053059bdgengdol Joge Jugwrdo dgufigzol doBbom dgddbogro 3539¢3)g00;

- 695mG Mmoo 8gBymdobgds. sbgmo  dgByYymodobgds bmM309w©gds  OMYMOo
06536 d5300L5 s 0953060930l IMJd9gd9d0L FMIBIIOOLMZOU;

- 39dmygmaols 994560B00. Imby3gdms BowEHME00L, dmzegbol 0®IbEH0R0Is300Ls ©d
95206900L 30030l 3sdmymns 36093690 m3bs0 5356MEH0390L LobiEgdol IFomdU;
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- ALTEHNVMOHMDS.  BOEO  ©¥)(339°MIOL  0IBEGHOBOEFOMIOOLS s 3BMmdowo  Godob
053005bTgooLYsb ™30l OLOEI35®, ol 0dwrgzs FgbodEgdEMdl, GMI dos LIMO3EHIOOL
00000093590 LHOBIW 35T M0 M530sLbTOL 113M03E9d0;

- 053slbIgdolmzol  [HobssmBgamdols asfagol MbsMo. 3mB3wwgdlivo  mogslbdols
139696900 IM0393L JugEIMO 893930l 50FMBgbOL LolEHYIsDY go3wgbols ImTBYL gegdgbEHgoL.
LobBYIol 0gMHMJoMwo 5OJo@ ]GOS bsdo ™oL BMBJ300m FobolsBMIMGds. 3905 MbyBY,
Jbgeosb dmbsoigdms 3539¢H0L s3mbomgds Bro oggbgdL libpcap 3GmaMsdsl. dgmeg mbgbg
(Bm3waboll  29bgM5300)  bmME309w©gds  353930L  IN0sbmdOL  Fgdmfidgds  Lomor@by.
99300m3900L  508mBgbol  dgdmbgzgzsdo,  49bgmoMmEgds  dgloderm  3OHMdgdol  dgLobgd
999md0b9ds. 9092 0§ygds 250sdmjdgool 3MME3gEMMS s ©A0bIds, 3539308 WO
G030  MRoLEBHMOMYIMWos vy 9Go.  dbg3g  39OLMBsEMEO  B3M03GH0MgdIOL  9bs
bgwdobsfgomdos. LobGgdsl  Hobslfo®  sfamowo MLsRODBMIdOL  3mEoEolzol bszMgdo
29966005. Bro-b 3539430 51939 99000l 93sLbAOL bgw (oM gdols dgdbols dgdsbobdo.

Bro ULol3gdol s@dobobBMo@mmol  doge  dmfmadmeo  3mwodozol  B3mod@ob
09039md000 0530 GHMYOS dm3wgbgdol dgbgxg®ol doghH A9bgMocmgdmwo dmgzwgbgdo. Bro
LolLEgds snort2bro »EHoWoEsl dmoEsgL, GMIgeoa LMo gdsll 335093l 3msMydbmo> Snort
ba(igdgdo Bro 136Mo3@gd80, Mog 91939 LEASEgdsL 35393l F3b35BMMEF0JMm™ bgarfacols
™33H0d0bs3os. Bro LobGgds dssero boBds®oo d93Mol 450m3wmgbsl SHBMEME309wdL Jowogo
299356 65M056MdOL Jugerols 33w gdby.

893)930L 503mBgbols LolBgds STAT

3999300 50dmbBgbols LolBgds STAT gdudg®0dabEHo LsmbozgMlodgEm 3OM©MIGO s
9Om-90m0 "1dz9wwqlo” bLobGgdss. STAT Loli@gds 999ga0 3md3mbabEGd0LY6 Ggaqds: STAT
Framework - STAT doMm3o dm3wgbol ©sdmdsggdobmgzgol; MetaSTAT obg®mslig®wd@mes -
9mboBMm®obaol s 5dobolBmomMgdol 0blE®mdgbEgdo STAT LgbbmGwmwo Jugwolbomgzol;
NetSTAT - Jugeol Lgbbm®o UNIX bob@gdgdolbomgol; USTAT - 3356dm3s560 Lgbbmeo OS Sun
Solaris-obmgol; LINSTAT 3356dm3s60 Lgbbm®o Linux LobEgdgdobomgol, WINSTAT - 3356dmgsbo
LybbmMo Windows Lol@gdgdobmgol; 10gSTAT - 3356doL Lgbbm®o UNIX syslog gm@bscogdol
0bseroBobmgol; alertSTAT - 3500 mbol Imgagbols 3mMgwsizool bgbbm®o; web STAT sGol
3356dm3560 LbgbbmeMo Apache 398- LgH3zgMolm30.

36mgd@BHob STAT 33935 ©195¢09I6 OMI0 153oBBAOL godm3zwgbsHgs BMm3IMBOMmGOEO.
2996500093 os LobiEgdgdol 8ymdsmgmds s o080 QoMTs35¢0 3OMEILY0. FM3500
009> 00580 0o gmMdL, MHmI dmddggdgdol 4903390 MsbJodY3MMdS, MMIJEO3
3obobs  8090mMgdL  193sdlbAgeol  sOLYIMDIBY,  LOLEYIL  2oI0Y39bL  Lfyolo
(53HMM0Dgd900) BEYMTIMIMIOB 5M593EHMMOBGO IYMIsMJMdSTO.

395G oHgdMmwo  JugeGo  93olbIOL  5BMBgbol  LolLEgdgdol  TgEHIuMdS
053056bAoL BoJBAL  oblsDBP3ZMH3L ,,9mOGOL dowozol” Lygmdzgwwby. STAT-do dmmeEro
"Audit Analyzer Trace" gow@®™ogh o oxs0goL 53 0bgm™MTo30sL. Fggagdl, M™Igdos
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39005390JO0d 565¢0BoLNZ0L TMsbgMbgdgw Bm™MIsdo, gfimgds bgwdmfgMgoo s STAT
900Mdol y39wsbg 36093690356 gargdgbl oedmoggbl.

LoLEGH9Aol A YMBsMgMdOL Tglobgd sHsEr0 06BMMT5300l FMTs3900L T9dIY, WILZ3BOL
030 goblsH3zMo3L dyMdstgmdol bgdolidog® 96093690 m356 (330w gdsl s FBogEHgdoL
05BOL  goboobegdl.  ©oliz3bol derm3o  53bMdYBIL  L3gE0SOLEAL  MLOBOMbMYdOL  Fglsderm
©5MM393900L  Tgbobgd.  mogolb  dbMoz  Lb3goswoliBo,  53bmdgdL  5EIOBOLEMSGHMOL
5656 B0 LoGogool gLsbgd sb mogs 0ffggdl smEowgdgEe 8cmddggdgdl.

89930 5dmaBgbo LobBgds Prelude

39930L 50dmdBgbo LobEGgds Prelude sGol LOHYEGslmgsbo 30dMowvyeo IDS (Intrusion
Detection System). Prelude bob@gds 89ddbogros GNU/Linux 3033099¢9Mqdbg 3obedgzgdsc. Prelude
LoLEBHYTs 335993l LTS GdL MZoYMMO 350936M™ OMYMEOF Jugerdo, S1939 SEA0LMOMO]
3033093H9Mg0bg ImIbsG dm3zwgbgdl, o3 893M0oL I3IMdOL 25dm3wgbol sedsMMBL
BMOL. 258m3wgbols IgmMmEo@ 25dm0ygbgds bgafigols s 3OMmEHM3MEgdol LG sEobE03wMo
365 0Bo. LoliBgds 5353006M90L dglodg Fbo®ol LgblmMgdl, bmwm 0bxgm®dszos domysb Mbos
oymb IDMEF (Intrusion Detection Message Exchange Format) g3e®ds@do. Prelude Lob@gds Jugerols
M™bybg 31dsmdolmzols 04gbgdl IDS Snort-bs, Hmymea Jugarolb Lgblm®b.

39333900l 50dmdBgbo LobBgds OSSEC

LolBgds OSSEC §o63moq bl 3396dm3s6 IDS-I. OSSEC-0b dmogsto dobsbo UNIX OS
J90Bsegdol,  BH030MMH0  53¢03530900L,  B90gMH3MdolL  sbswoBos. OSSEC  dmoisgl
365¢0BGHMOGOOL 3033w gdBHL  IMbsEgdms  bbgsolbgs  {gommliongol, 3bmdowo  EGMmol
L560369930L bgeEfgMgdl, Booww MO LoLEJIOL FMES6MBOL 3MbEHGMELS (rootkits) s bbge.
531bd30MmboMgds M3 FMMbsgdol sbseobol Tgbodwrgdermdsls dmoEagl, MHmymez OS
MbybY, 51939 o3I 93¢0 353090300, Asgsoms: SSH, MS Exchange, Sendmail ,Apache, ARP
Watch, 1S, FTPD, Squid. OSSEC Lolidgds sbm®3ogwgdl dmgegbgdol dglobgd obgm®™dsiool
509853905, MMIwgdoz Imol Ubgs  LolEgdgdowsh, $s0gM3Mmgd0EB, 3356090006
5996900 OSSEC 5396@ 9000, Jugerol 1DS-9000sb. 8939md0bgdgdo LsgdIzm Jdgwgdgdols
d9Lobgd XML g3mé3s@do s®lgdmwo {Hobgdob Logmdzganbg asoigds. OSSEC Loliggdol assbbos

360030370 R50gdOL M35WYMMHol ©g36900L Lsdrogds: 69dsM™M3900, FREWMIIWIIO ©s
335000l brmdgdo. Bge396HYg y39ws 58 8603369 MdOL BMboEzg8ms dsbs 0bsbgds.
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& OSSEC westt?

Main Search Integrity checking Stats About

Available agents: Latest modified files:

ossec-server (127.0.0.1) +letcirc.local
+leteid so.cack

Latest events

Level: 7 - Integrity checksum changed again (2nd time) 2018 Nov 06 19:53:3

197
900811907 4c9729aCcAc09C6061405C
fEaeea3c

73

19404317

7 - Integrity checksum changed. 2018 Nov 06 19:50:2
550

>syscheck
anged for: ‘Jetchd so.cache’

Size chal om 32074 to 30238

Old mdSst as: ‘3aaBaaeedd4d331d0546b2ae9d5dS9bl

New md5: is - '875e577c2335a4da?015b366e8bc0858

Oid shalsum was: '120140126118d9dcab89f19e7da760667b056d26"

6sb.2
OSSEC-b 9gmdeos gsowmé Loli¢gdsdo d93wmdgo0oL 50dmbgbs Bs0wgdol bgwfgdol
13960M900m. LolEgdol doOMZ0L MBYHBY MEbmdo Lsbodbggdol sdmbogwgbs IDS dmoi3sgL
3b6m3oer0gdols 5©0dmPgbols 0bLEGHOMTGbGHIOL. SLgmo  LobBHYIol  SOJoGIJBHMOOL  AOBIONMYdS
053056bAoL 3MEBOL BIBOL Mo LEBOHOLOM LoMMYGL HoMBMoYBU.

535653 9r-36BHrm Mo Lswsengds Cisco Secure IPS

Cisco Secure IPS mxsbo, @bmdowo Gmymeg NetRanger, d9agds 5996009
3033mbgbEH0oLysb:

- Cisco Secure IDS 4000 bg@ool dmfymdoermdgdo;

- Cisco 10S OS 9583560m0mmq0900;

- Cisco Catalyst 6000 IDS Module osg3gd0;

- Cisco Secure Integrated Software (Cisco 10S Firewall Feature Set);

- Cisco Secure IDS o®gd@m®o.

- Cisco Secure Policy Manager;

306390  bsdo  3mA3mbgbBHo  Jugwol  mbgbg  gobbm®Eogwgdmwo 99393990l
23903 gbsBg o  FomDBy  MYoa00MgdsBYs  3sLbolidygdgero,  bmem  dmerm  mGOO 3
0bLEGHOMAGHBHIOOL FoMmMZ5BYS 35Lbolidygdgero. 53 25sY39G0MGOJOL 5dBH0IMHO MJsR0MgdOL
B0 96 5gd30. Fo35M0 o3  gobolbgzeggdl Fom  gMHMBbgmoLYsh Mol s©dmPgbowo
bowdmfjgMHgdol  MomEgbmds.  BsMIOMEHOBE00L B oMMzl BMbJE0gdol T3]3
0995609090056 25900569008 I3gMdd0  JUgEOO  sOFMIOZ0MdOL  FMToMdIDY
5MHYMB0MS© ImJdggol.

89(%93900L 50dmIBgbo LobEgds RealSecure (IBM 1SS)

50 LobBYdsd Jugerdo F9FGHOL 50IMBgbol LRIOMP0 OO BIBOXO Y5WIWPYS WS WOWPIMHOS
99360L 503mBgbol LoLEYIJOoL bgMa35d0. gL Real Secure 3md3sbos 93mzbol IBM-U.
RealSecure LbobEgds 9xdbgds Mg O®™do Jugarol 353930L 9bsobols s 33956d9d0L
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J960B5¢00b 565cr0DOol 3ggbmema0sl. gl 3odmBOZoE0 MMM doguo Jugwols bgydgb@ol, slggg
dolo 3mb63M9@Mo 3356d0L (33595 MMHOYHEHOMYdIMO.

LolLGHYTs 50TMBIBL OMYMO 3 2567, S1939 F0S M53LLAYOL, HMIWgdoE J0Bbs OlvbIZL
330353008 LYM39MgPOL, 390 LgM3z9mIdL,  TMbsggdms  ddBGAL,  LsdmTom  LoYwYMYOU,
oOHIOEH0DBIGMOGOLS S BS0M3MegdL. RealSecure LobiEgdsl 9d3b Lodo mbol sdJo@gd@@s
©s 99003905  Jugeol  UgadgbBgool s  go3dgmero  LgM39mgool  sBmiEbmdoLs
5 d0boLEBHMSGMMOL B EolYsb.

193996@9d0L 58M36MdOL FMmE Mo 1393050 DYdNE LsTMTstm BoEROGODY FToMBL. Ol
39360b 250030 9bslo s MYs0MHGOIB IS 35LbolTYJdIO. POMMYMO SBgmO dmEwYro Jugerols
30636093 1gydgbGdo ™3sLLAOL bguamgdolm3zol 53MmbGHMMEGOL BHMox03L. Jugwol
9L 9356mbm  J89gdol 50BmPgbolsl dgdeos M3slgbml Aol 393006H0L  4o00d30m,
909dEHOMbMwo  gmbBolb 96 390x gm0l TgEHYmd0bgdol o3B30 96 ImdbIsmgderols dog®
2396LsBEZOWwo Bbgs J8ggdgdom. ob slgzg gobysdol Loaboel sgHegbols sdobolE®MsGHMGMOl
249564 5300093580 56 JoO30L 35690 ByY.

19M39MH OOl 5FMEbMdOL IMmNIo JugemMo FMmEWOL TGOS, ol FYMHBsEOl
30N 5565¢r0HGOL 53oLBHBAOL 50FMLIBIBI®, 5©PIPL FoMTo@HgdmEo 0gm vy 565 T9B939,
31939 3300935DMdL bbgs 06x3mMT530L, MMIgEoE 96 GOl bgedobsfizgmdo MHgow® GMJo.
000MJME0 Sg00 FMmEWo LBoEAMODHY b LyMzgMBIs I0BLEBIOMYdIMO s LEOWWSE
033%93L LoLEB IOl OBl Bs0EIGOL MLsROMHBMYOOL MM3930L 3M0EIM0MIgdOLmM30L. 53
&030L 3mEgd0 byl ©dwrosb d90ymad 993Mol dmdbdocgdeol 3Gm3glgdol 995y39G0ms s
dmdbdomgdol 969008900l FghgMgdom. IMElL F9gdos  LoabseoBIE3o0lL  AoaBI3bY,
9396990l Rsfiges s ImIbs®mgdeol Foge 25bLsBOIMMEo bgs dm]dggdgdol glcycngds.
50mEbmdol yzgws dmEwo  $dobolB®msomwo dmEMeErol dogd goHmo  3MbLmEwoEsbss
2399600056901000 @ 3MbR0YMMHYIMO.

IDS-bs s IPS-b 360l 8msz356m0 3obLbgs3gds Jugemsb 803500093580 0bLEsEsE0ss: IDS
Mgm@ogdL  GHMoxodl SPAN 3mG@EoL, Hub 6 TAP dmfiymdowmdol 99dggmdom s IPS
0530005350 35000L BHMOBOZL, M3 LodsEgdSL 5dEg3L IPS-U 253m0ygbmls o E®mozool Falgdo
39993900l dEM330Ls s 18305ALbIgOL 0BMEoMGdOLM30L. 1DS-0l M3oMsEJLMdS 0dsdo
000356 gMdL MM ol 56 sBEIbL Jugerols 9z39MHbgOgOL. Fog®sd IDS-0b Bozermgzs6gds sGobL ob,
MHMd 05305bTgd0L IdEM3Z0L JOHMSIOMO Fglsderm dgmmeo sGol TCP Reset 35393900l
2o3bogbs.  goMs  sdolo, RealSecure  Network  Sensor-bL  Jgmderos, @I bgersbaws
553mbgoammomml Checkpoint Firewall-ob {gligdo OPSEC 3G m@m3maol godmygbgdoom.

89%93900L 50dmIBgbo LoLEgds Symantec Network Security

99360L  50dmPgbols 0blEGHMMIgbEGHo Symantec 93m535PmdL  J9FMol  s©dMBgbol ™G
3OmomddL: Network Security 7100 Series oo Critical System Protection 36mg6Msdwan
OBOH39YgNBb.

9 bgarbshgmgdo sbmc309egdgb Symantec-ob bo3mmgdsdo sOLGdE  459m3wgbols
A9dbmemaost - IMUNE™ (Intrusion Mitigation Unified Network Engine). IMUNE™ {o60moq9bl

Georgian Scientists/Jo®mggwo dg3bog@gdo ¢. 6 N 3,2024 | 7



658096009 doMOMIEO M3 gbol  3gdbmermyool  3mId0bsE0slL:  bgarfigmol  sbsgrobo,
LgM30LBg Mool MJdol (DOS) 9330l godmzgargbs, s6MTogrool A5dM3gEgbs s LIoboMgdol
030090M0900.  530sLLAOL  BsFOOL  BHgbmermaos Symantec  BOHWb3gymRl  dmfobogg
dbsMsFgMHol  LyMz0Lgdol  39dz9MdOm  Ms30L0  IMMEYI300L  9BYIBHIOMDOL,  OMIJEO;
MBOHM639wYmal EOHMME 06ZMOTs305 153olHTGIOL Jqlobgd. 3083mbgbE ool dmbgMbgdrem
3965990505 S 93EHMToEHWIMSE 2obsbEgdol Fglsdwgdermdsls LiveUpdate-ol g53mygbgdom, Mo
bgwdmfjgeol  $0dmbgbols dgm©gdom oMMy gbl ™o3wolbAOL 9BIJBHVIM0  250m3zwgbols
0053560 300GH9MH0MAL.

Lbolgds eTrust Intrusion Detection Computer Associates

300356050 Computer Associates g53m«)dgs eTrust Intrusion Detection (ymgowro SessionWall)
36030, O®mIgeoa LAN ©s335L @5 dmbo@memobyls mBemwbggwymals. gl Bszdome s0@EHogz0
36OMyM53Mwo  3OMOYIBH0  0530sLLAOL  godmgzmgbsls @s 390 BHMOR030L  3MbGHOMEOlL
9mbo@m®mobal M HBEOMbzgymals.

0mbo3gdms  d5Bol  250mygbgdom  LoLEs  93BMBdGHMEMS©  STMOEbMdL  35396M9d0L
93©gwmdgdL. eTrust Intrusion Detection-ob 3GEgwo 053©sbAoL 60dwdol doderommgzol
23965bEmgds H9YMsOHMEs© brM309w0gds. LoLEGds sbm®E0gwgdl zmadols 3mbEGmmls -
eTrust Intrusion Detection s 0g4gbgol {algdl 0dol sbeygbsw, 0w MMIger dmdbIsMgdgel,
MHmdger OHgbOLbY 99mdwos [z mas.

LoLEGYISL 4o9hb0s 530 slLAOL FodMbgdOL 3G90 BOBEPOM™MY3S, o3 Tglodwgdgwls
bol, HmA 53¢ MT5GMe@ 450Mm3wobogl M53slbIgd0, HMAgdoE gdmb3935 MYAMIPSOMEIS©
2390sbEadme  Fodmbadl.  s®LYGdMIL  30MHMLGIOLYSE o330l dgdeboBdo,  GMIgeros
0693030609010 3mbs3g3900L BsdmEGH300m35L byl mderob.

oG LMo gdsL 335deg3l By3356dMm LoEyzgdol J9gdi3geo Fgbgdol godmygbgdom
993P0n0mm jzomds 0b@gtbgd 3396d90%g. etrust Jugerol sGH30MmM30L  3MBEHMMMLYS
SbmE309wgob.

LobEgds 0bsbogl Jugardo GH®Msx3030L MomEgbmdMog Bsbsfg®L. eTrust Intrusion Detection
3600 MBOHYD39wYmaL 0530 sLLAOL godm3zegbslis s 3swgbl 9939390DYg, 30M¥LgdOLS s
Lododo Java/ActiveX 3m33mbgb@gool 4odmgagbsl. 535300MMwms©, 3md3¢gdlo sbmMEogugdl
0b653m®ds300L  Jgbobgols 93olbAOL Fgbobgd, Mog Tgbodergdgwl bol mMysbobsgorwo
©™bolidogdgdol oL@ sMmgdes dols d90ma godmygbgdsls.

LoLEGYds 90939 MHOMB3gEXYmxL BmdbIsMdEOl J3EIMdYdOL 0©IBEH0B0I>EOSL,
2390m036mL  LobBgdsdo JgugErol 35OHMWO s 53MBGHMMEGIL  SBgo  I30JMBGOL  Fono
9HNOOMMEO MJROLEME00m.

3336

8923000005 535133600, MHMA As6bowo LobEgdgoob sO®EIMML o 5d3L yzgars
LoFoOHM  356M599BHMOL  dMboBHMM0obaol MbsMo. bmem 9n9dEMOo  IMdomdologol T9FMHol
50dmPBgbol LobFYIsL LoFoGmms, MM 3Jmbogl JodlodseMo 0bxgmMTs30s IEWwo Jugwol
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d9Lobgd, 39Mdm: F99demb Jugwol GHMsxo3ol, LoliEgdol bLyM3z0Lgdol, 3OmEaLgdoL, Lobdgdol
699LGHMOL 3MbEMMoO, LoliEgdobs s Lbgs 3M0GH03Mwo GFsowgdols 3MbEMH™Mo.

Qb 390md@obsgmdl  0bxzm®dszools  @s  3mdZonGHgPmer  Jugegddo  Bmbsigdoms
0539853900 59559500 3000 FIOMPO M MYR000, M3 FM5350MBOBMBL A9 olbIMdU.
5098539006 OML bMO309©ads Imb399930L  5MOgMHMbg A5M©sddbs ghmo EHo30sb
(BMO35GH0B) Fgmegbg, Moms MBOHMB3xXYMBowo ogml dmbgmbgdrwmds 3mb30Mg¢EmEo
36m3900LMZ0L (JugEOL osEgds, IMTBsMIIOL Bob3s, 93EMI>EMMO 3Mb3gIMEH G0, S 5.3.).

590b 35350000 {oMm8Mo9gbL Jugeol 3O ME MMl ILES. 5853MMWSE, IMbs3gdms
900 mbybg ©s330603900m, F9dgdg0s, MM 3L330sm, M) O™ 0dbgds obobo
fodmpgboo s  06@IM3MEGH0MdMwo  Bbgs ©mbybg.  3mI30BHgPmee  LobGgdgdby
05305b3gdds g0dwgds 6gdoldogm MbyBg MObEObML gog3wgbs.
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Review and analysis of existing systems for detecting network attacks

Summary

Research in the field of detection of attacks on computer networks and systems has been
conducted for a long time. Signs of attacks have been investigated, methods and means of detecting
unauthorized access attempts have been developed and used through security systems, both on the
Internet and at the local, logical and physical levels. Commercial intrusion detection systems by various
foreign companies (Cisco, Snort, ISS RealSecure, etc.) are widely represented in the local market. Many
local researchers use architectural analogues and typical solutions of already known systems.

In recent years, the number of different types and methods of organizing unauthorized intrusion
into computer networks has increased dramatically. Therefore, intrusion detection systems have
become an important component of organizations' security infrastructure. This is facilitated by the
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appearance of a large number of literary sources, complex approaches and methods for detecting attacks
in information systems.

The purpose of the review of the existing network attack detection systems presented in the
paper is to investigate the functionality of currently available 1DSs and to reveal the shortcomings of
the used attack detection methods and the disadvantages of their usability. Realizations of existing
attack detection systems can be divided into two parts: research and commercial products.

Each new research project is distinguished by the introduction of new methods of analysis and
new approaches to the study of monitoring objects, although they quickly become obsolete.
Commercial projects (such as ISS RealSecure, Symantec Network Security, Cisco IPS, etc.) remain
relevant longer due to the support of manufacturers. The manufacturers provide ongoing customer
support, new attack research, and signature updates. Therefore, it can be noted that most of the
commercial research results are abuse detection systems, namely handwriting systems.

Intrusion detection systems IDS (Intrusion Detection System) represent software and hardware-
software solutions, where the processes of collection, storage and analysis (monitoring) of events
occurring in a computer system or network are automated, and these events are independently
analyzed in search of signs of information security violations. These protection systems exist as
programs that can display a message that a network attack has occurred at that moment. Systems that
are used to detect network attacks solve only one specific task - protection from an external attacker
who tries to bypass protection systems and gain access to a local local network, but the problem of
protection from internal threats remains an unsolved task.

All known IDS are conditionally divided into three classes:

- Network IDS (Network-based DS, NIDS);

- Nodal IDS (Host-based IDS, HIDS);

- Hybrid IDS (Hybrid 1DS).

Node IDS can be further divided into two subclasses: system level IDS and application level IDS
(application-based IDS).

Keywords: Intrusion detection system Snort. Intrusion Detection System Bro. Intrusion detection
system STAT. Prelude intrusion detection system. Intrusion detection system OSSEC. Hardware and
software tool Cisco Secure IPS. Intrusion detection system RealSecure (IBM ISS). Intrusion detection
system Symantec Network Security. System eTrust Intrusion Detection Computer Associates.
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