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Abstract

As is known, the goal of information security is to protect the confidentiality, integrity, and availability
of information. Information security consists of three directions: confidentiality, integrity, and
availability. Proper operation of these three directions ensures high information security in
organizations.

In the article, an information security awareness training scheme for corporate networks is developed.
Issues of its planning and automation are presented. A mechanism for conducting awareness training
has been developed, which increases the general level of information security, which directly affects
the process of safe data transfer. The necessity and importance of awareness raising training is justified
and the ways of its implementation are suggested. Means of identifying types of attacks and ways to

deal with them have been developed through awareness raising.

Keywords: information security, awareness training

The dependence of the successful activity of the organization on the corporate information security
system is increasing every day. All this is caused by the increase in the volume of vital data processed
in the corporate information system. Information systems are becoming more complex and the level of
vulnerabilities found in them is also increasing. There is more than one way to detect vulnerabilities.
They provide information on what kind of vulnerabilities exist on the systems and devices in the
corporate network and how to fix them. This, on the one hand, helps the corporate network to have a
high level of protection and, on the other hand, to improve and perfect its systems as much as possible
through updates.

Security awareness and training activities involving the information security team should begin as soon
as possible after personnel join the corporate network. Awareness-raising activities should then be
continued at regular intervals to maintain a reasonable level of awareness.

Awareness can be raised in several ways [1]:

a. Provide the desired information to the employees by e-mail;
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b. Make a presentation and make the employee more involved directly in the process;

c. Continuously provide information on global cyber-attacks in which human factors have been used;
d. Let the staff know about threats coming from social networks;

e. Continuously conduct tests to determine their readiness for the current challenges. The best practice
is to use all these components regularly.

Human psychology must be taken into account in the process of raising awareness. When we try to
provide information to a person, it is necessary to protect the golden mean so that there is no negative
effect. If we provide a person with a lot of information at once, then the process of his perception,
understanding, and learning will not be as efficient as when it is provided gradually. If organizations
use such a platform that allows them to analyze the information about the effectiveness of the
conducted tests and introduced news, then it will be much more fruitful to raise the awareness of the
staff. In this process, some important points are highlighted, how and in what form we provide
information to employees.

It is also important to prioritize this information as to which components are most important to raising
awareness and which are less important. After determining the priorities, each component should be
described in the program with a percentage that replaces the corresponding priority. After that, a test
plan should be drawn up. Since most of the potential email attacks come from phishing, take advantage
of this opportunity to send phishing emails to your employees. This will reveal how effective the use
of existing training methods was for employees.

This process should be repeated several times during the year, and the results should be summarized
and analyzed at the end of the year. It should be determined how much the threat decreased from the
first test letter to the last test letter. Based on the current results, the next year should be planned, and
this year, the number of priorities and important information should be adjusted to achieve higher
efficiency compared to the previous year.

The best practice to combat insider threats is awareness. Raising awareness is possible through training,
but a one-time training will not give us the best results. For this, it is necessary to plan the training and
analyze all the components that are related to the training. The most important issue after conducting
an awareness-raising course is the analysis of the results. Analysis helps organizations determine future
actions. For example, if an introductory presentation was held as part of the awareness-raising course,
it should be described in the corresponding program and assigned a corresponding priority, or the
program should be able to do all this automatically. All actions taken should also be prioritized.

In general, the awareness-raising course includes three main directions:

a. Providing materials and introducing news to employees.

b. Conduct presentations and communicate directly with employees discussing cybersecurity news,
challenges, and importance.

c. After the delivery of the material and the presentation, check the material's assimilation and
knowledge. Knowledge testing is mainly done by sending phishing letters to e-mail, within the
framework of which employees are checked to what extent they will go to the existing "infected" link.
The course is divided into two parts: in the first case, during the recruitment period, the employee is

introduced to information, taught, and tested. In the second case, the above-mentioned actions of the
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employee are already being analyzed. The frequency of training, testing, and delivery of materials
during the year is determined by the program. Based on the entered data, the program automatically
calculates the desired schedule and frequency for each employee [2].

The analytics module involves showing the advantages of three main directions. In our case, the initial
data is provided to the program:

a. Getting to know the materials - priority 25%;

b. Conducting a presentation - priority 30%.

c. Exam - priority 45 %.

The employee who will pass this course must have a final result of at least 80%. For the awareness-
raising course to be fruitful, it is necessary to introduce control mechanisms. This implies the
involvement of the department manager in familiarization with the material, which confirms that the
employees under his authority have received the existing materials and are familiar with them. During
the presentation, a security engineer enters as a controller, whose duty it is to record the employees,
to whom the presentation was made when, and what level of attendance it was. This can be viewed
through the program, where the activity of employees is automatically noted. As with the presentation,
during the exam, the security officer is the controller, whose duty it is to deliver phishing emails to all
employees.

Data are generally measured every six months or at the end of the year by the program. After six
months, the materials used during the three main directions can be changed. These will be introductory
materials, presentation materials, and an email form to be sent during the exam. At the end of the year,
it is necessary to summarize the events that happened during the year. The ability of employees to use
the materials provided will be revealed and the next year's action plan will be planned.

It is necessary to analyze the issues that caused negative results for most of the employees. The
mentioned issues will be displayed on a separate page by the program in terms of quantity and
percentage. After that, mistakes made by employees should be analyzed and special attention should
be paid to these components in the next year.

The security team should adjust each component with the help of the program with the results obtained
during the year. Based on the modern challenges, the security engineer should determine if any
direction has become a higher priority and accordingly make a percentage change of its priority in the
program. The program automatically provides decision generation. Based on the results, he decides to
increase or decrease the amount of work to be carried out.

The schedule that provides the company with information on the actions taken by the employees is
drawn up by the program itself. When sending phishing e-mails, the e-mail must be properly
composed. The components that were directly discussed during the training should be taken into
account when compiling. If the employee of the company does not carefully observe the said letter,
then he will not notice and will not be able to identify the real and fake addresses of the sender.

In awareness training, the greatest importance is given to the program itself and to the decision by
means of which information is provided to employees, including training videos and phishing emails.
The program itself should analyze all the components that directly determine the level of knowledge

of employees.
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It is desirable to allocate a special storage where all the text, graphics, audio, and video materials that
should be provided to the employee will be placed. This storage should be connected to the program
as an additional device, and employees should be connected to the necessary materials directly through
the program.

Each employee must register and be assigned an individual username and password so that the program
can identify those employees. The best option would be if the employees are authorized through e-
mail. But we must not forget the main principles of security and a different password must be used
when accessing the program. It should also be changed periodically to avoid as much as possible all
dangers of unauthorized access.

After the program ensures that employees have access to the necessary materials, it will be able to
analyze which, employee has been introduced to a particular material and determine the next materials
to be introduced. This will allow the members of the information security team to provide the
necessary material to the employee once he has registered.

It is necessary that awareness training, training materials, and exercises are adapted to the audience in
terms of style, format, difficulty, and technical content. Everyone should know why information
security is so important, but the motivations may vary.

The organization shall provide personnel with information on the location of security awareness
training materials, security policies, standards, and guidance. Also, to introduce all procedures related
to information security issues.

The organization's information security department should require that each employee undergo
training no later than one month after being hired. Also every year complete information security
training. Some employees may be required to complete additional training modules depending on the
specific requirements of the job. Staff should be given a reasonable amount of time to complete each
module so as not to disrupt the organization's operations.

The security department itself should determine the frequency schedule of the procedures to be carried
out throughout the year. They can pre-target a specific department or employee with a special attack
based on risk determination.

From time to time, employees may be required to attend remediation training courses or directly
participate in remediation activities with information security staff.

Compliance with this procedure is mandatory for all employees of the organization. The information
security department of the organization should monitor the implementation of this policy. Also, report
the results of training and social engineering exercises to the executive team. In case of non-
compliance, a separate annex should be signed, where appropriate punitive actions will be described,
be it a fine or a reprimand.

Certain actions or inactions of the organization's employees may cause awareness training to fail. This
can happen for the following reasons [3]:

a. Failure to complete the proposed training within the designated time frame;

b. Failing social engineering exercises.

Failing social engineering exercises include:

a. Clicking on a URL as part of a phishing test;
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b. Respond to any information during the phishing test;

c. Opening an application that is part of a phishing test.

According to this policy, it is necessary to define responsible and accountable persons. These
individuals should include the information security officer/manager responsible for implementing the
training program, as well as the information security management representative responsible for
developing and maintaining this policy. He is also required to provide appropriate information to the
security team and conduct training and educational activities to increase staff awareness and
responsibility [4].

All department managers are responsible for ensuring that their subordinates participate in awareness
training and educational activities when appropriate.

There is a database where a list of employees with official e-mails is recorded. The database has direct
access to training materials, that is, employees are directly connected to the materials to be studied
within the training. The program evaluates the passed material according to the percentage of how
much material this or that employee has learned. If the employee answers more than 80% of the
questions correctly, then his test result is positive and he goes to the next level. If it is negative, then it
is returned to the teaching materials so that the materials that were evaluated negatively during the
testing are passed again. The program itself determines which module to add to a specific employee to
make his level of knowledge satisfactory.

After testing, the program will automatically determine when a phishing email will be sent to an
employee and will find out his knowledge level in a real environment. In this case, there are two
options. The result is positive if the employee does not go to the fake web page and takes into account
the material used in the awareness modules. The result will be negative if the employee goes to a fake
web page. After detecting a negative result, the program re-sends the modules that describe the
detection of phishing emails and the necessary actions to protect personal information. If the employee
successfully passes the phishing test as well, this completes one phase of awareness training and the
program moves such an employee to a separate pool of employees who have successfully passed the
test. The program sends phishing emails to such employees several times a year. Depending on the
results, it either gives access to training modules or leaves it in the base where there are employees
with positive results [5, 6].

Thus, the article proposes a mechanism for conducting awareness training, which increases
the general level of information security, which directly affects the process of securely transferring
data. The necessity and importance of awareness raising training is justified and the ways of its
implementation are suggested. Means of identifying types of attacks and ways to deal with them have

been developed through awareness raising.
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06836353008 MLsROMbMYdOL BM96obYOL ORIATZS S 53EHMTIGODIF0S
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BLGHMIEHO

MMaMO3 3bmdowos, 0bgm®ds3gools MBogMMbMgdoL d0bsbos 0bgzgm®dsgools
3M695300096305OHMIOL,  FNWO0sbMOOLS s bgErdoLsfigmdmdol  ©o33s.  0bgM®mTs3z00l
MLBogOMbMYds J9agds LSTo F0dsMMMEGdOLYD: 3MBBOIBE0IWMOMDS, TPNEOBMBS o
bgdolsfizmdmds. 98 Bsdo F0dsMmMYIEgdOL godsMmMMEo Gbd0mboMgds MBOHWb39wymals
629605309030 oo 0bBMM T30 MLSsBOHMbMGdSL.

LEHOG0Sdo 893998539005,  0BFMOT>30wo  MLOIFOHMLMGdIOL  3bMO0YMHGIOL  5TdLgdOol
A&®9bobaols Udads  3mM3MEMsGH0  Jugwobomgzol.  FoMdmygbowos dobo  ©oygAd30L  ©o
333M3530Bo300L Lozombgdo. 898499539005 36MBOGMGOOL 5F50EgdoL FHEM9bobAOL Bo@otmgdol
d93560Bd0, H®MIgeroi BOEOL 0bBMMTS304w0 MULSFOMBMYIOL DM MBIL, Mo YFmsem©
50Lobgds IMbs(399900L MBOBOPBMO 25(39doL 3MIM(3gLDY. OLHdMMYIMOs (36MBOYMGOOL
5050930l BHMYbobyoL BoEIMOOL 930w gd™dY, 360d369wMds s FgaMmo35D9dYos dolo
BoBo®mgdol aBgdo. d99m0s3900s  36Md0gMGOOL 935 gdol  aBoo  dg@g30L  BHo3gdol
59m3bMdOL Lodogdgd0 S FoMNMB 4593003900l gHgdo.

153396dm LoGYzgdo: 0bFMMTs30wo MLOFOMbMYDS, 3bMdOYGMHYdOL FHMgbobyo, 3bmdogmadols
505090
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